
Building Bridges Between 
Technical Data Privacy 
Capabilities and Legal 

Requirements 

Bradley Malin, Ph.D. 

Professor of Biomedical Informatics, Biostatistics, & Computer Science 

Co-Director, Health Data Science Center 

Vanderbilt University 

30 November 2018 



EMA Policy 0070 

● Push to publicly disseminate 
clinical trials data 

 

● Phase 1: Publication of 
clinical study reports only 

 

● Phase 2 (future): Publication 
of individual-level records 
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https://clinicaldata.ema.europa.eu/web/cdp/home 











EMA Policy 0070: Drawing a Line 

● Push to publicly disseminate 
clinical trials data 

 

● April 2017 – guidance on 
how to share data 

 

 

● Risk of re-identification:    
no worse than 0.09 
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https://www.ema.europa.eu/documents/regulatory-procedural-guideline/external-guidance-
implementation-european-medicines-agency-policy-publication-clinical-data_en.pdf 
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Tiered Levels of Access 

● Public 
● Can be accessed without logging in 

● Summary statistics only 
 

● Sandbox Environments (on 
Google Cloud) 
 

● Registered 

o Individual level records with minimal 
risk to participant identification 

 

● Controlled  

o Individual level records with more risk 
to participant identification, but 
expected to be low 
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A “Quasi-identifier” Conundrum 

ZIP Code 

Birthdate 

Gender 

Name 

Address 

Date registered 

Party affiliation 

Date last voted 

Voter List 

Ethnicity 

Visit date 

Diagnosis 

Procedure 

Medication 

Total charge 

Hospital 

Discharge Data 

High Profile 
Re-identification 

Sweeney. Journal of Law, Medicine, & Ethics. 1997 12 



5-Digit US ZIP Code 

+ Birthdate 

+ Gender 

63-87% of USA 
estimated to be unique 

Sweeney Tech Report 2000; Golle WPES 2006; Benitez & Malin JAMIA 2010 13 



on 
Set the World 
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 [Your Favorite Feature] Distinguishes You!! 

● Demographics (Sweeney ‘97; Bacher ‘02; Golle ‘06; El Emam ‘08; Koot ’10; Li ’11, Sweeney ‘13) 

● Diagnosis Codes (Loukides ’10; Tamersoy ‘10, ’12; Heatherly ‘16) 

● Laboratory Tests (Cimino ’12; Atreya ’13) 

● DNA (Malin ‘00, Lin ‘04; Homer ‘08; Gymrek ’13, Ayday’14, Huttenhower ’15; Shringapure ’15; Lippert ’17, Erlich ‘18) 

● RNA (Backes ’16a; Backes ’16b) 

● Proteome (Li ’16) 

● Health Survey Responses (Solomon ‘12) 

● Pedigree Structure (Malin ’06, Ayday ‘13) 

 

● Location Visits and Mobility Traces (Malin ‘04; Golle ‘09; El Emam ’11; de Montjoye ’15; Kondor ’17; Murakami ‘17) 

● Movie Reviews (Narayanan ‘08) 

● Social Network Structure (Backstrom ‘07; Narayanan ’09; Yang ’12; Cecaj ’14, ‘16) 

● Search Queries (Barbaro ‘06) 

● Internet Browsing (Malin ‘05; Eckersley ’10; Banse ‘11; Herrmann ‘12, Olejnik ’12; Kirchler ’16; Riederer ‘16) 

● Smart Utility Meter Usage (Buchmann ’12; Faisal ’15; Tudor ‘15) 
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Given Enough 
Time, 
Effort, 

Incentive, & 
Money… 
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Possible 
 

doesn’t imply 
 

Probable 
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What is “Anonymisation”? 

According to EU (Data Protection Directive  GDPR): 

“principles of protection shall not apply to data rendered anonymous in such a 
way that the data subject is no longer identifiable” 

Removal of 18 types of 
identifiers 

No actual knowledge 
residual information can 

identify individual 

Safe Harbor 

Apply statistical or 
scientific principles 

Very small risk that 
anticipated recipient 

could identify individual 

Expert 
Determination 

According to the US Health Insurance Portability & Accountability Act (HIPAA): 

“information that does not identify an individual and … no reasonable basis … 
information can be used to identify an individual” 
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US National Institutes of Health 
Data Sharing Policies 

● 2003 Final Data Sharing Policy: 
● Studies with > $500k/yr  Investigators must have data sharing plan or explain why it’s 

not possible 

● Recommends sharing data devoid of identifiers 
 

● 2007 GWAS Policy and 2014 Genome Data Sharing Policy 
● Studies involving > $0 

● Recent considerations for extending this to all sequencing data 

 

● Identifiable? 
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NIH     HIPAA 



HIPAA Privacy Rule Allows 
Secondary Uses of Data 

● Waiver of consent: data is “on the shelf” 

● Consent is impractical to obtain  
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Identified 
Patient Data 

– Removal of 16 designated attributes 

– Recipient signs data use contract 

Limited Data 
Set 

– Option 1: Safe Harbor 

– Option 2: Expert Determination 

“De-identified” 
Data 



A Recipe for De-identification 

Field Detail 

Names Related to patient (not provider) 

Unique Numbers Phone, SSN, MRN, … 

Internet Email, URL, IP addresses, .. 

Biometrics Finger, voice, … 
HIPAA 
Limited Dataset 

HIPAA 
Safe Harbor 

Dates 
Less specific than year 
Ages > 89 

Geocodes 
Town, County,  Less specific than 
Zip-3 (assuming > 20,000 people in 
zone) 

“Catch all” 
“Any other unique identifying 
number, characteristic, or code” 
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Vanderbilt’s Research Derivative 

Clinical  
Notes 

Clinical 
Messaging  

Orders 
(CPOE) 

Labs 
(Test Results) 

 

Patient Identifier 
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http://www.onlinetelemedicine.com/html/product/sam_images/X-Ray.jpg


Vanderbilt’s Synthetic Derivative 

D 
E 
I 
D 
E 
N 
T 
I 
F 
Y 

Clinical  
Notes 

Clinical 
Messaging  

Orders 
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Labs 
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Scrubbed 
Clinical  
Notes 

Scrubbed 
Clinical 

Messaging  

Scrubbed 
Orders 
(CPOE) 

 
 
 
 
 
 
 
 
 
 
 
 

Scrubbed  
Labs 

(Test Results) 
 

Patient Identifier One-Way Hashed Identifier 
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Vanderbilt’s BioVU 

Clinical  
Notes 

Clinical 
Messaging  

Orders 
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Poster study 

Focus groups 

Patient survey 

Pre-launch awareness generation 

Community Advisory Board established 
Communications materials 

On-going input 
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Vanderbilt De-identified EMR + DNA 



A Two Tier Access Model 

Honest Broker 

Interface 

 Initial Hypothesis Generation 

Juvenile Diabetes = Positive 
Rx = anti-psychotic 
Adverse event < 3 months of Rx 

Aggregate Results 
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A Two Tier Access Model 

Honest Broker 

Raw Data 
Download 

& 
Specimen 
Collection 

Juvenile Diabetes = Positive 
Rx = anti-psychotic 
Adverse event < 3 months of Rx 

 Hypothesis Testing 

Approved IRB 
Protocol 

Data Use 
Agreement 

29 



Redaction in Natural Language 

30 

Smith, 61 yo ... **pt_name<A>, **age<60s> yo ... 

daughter, Lynn, to ...  daughter, Lynn, to ...  

oncologist Dr. White ... oncologist Dr. **MD_name<C> ... 

5/13/10 to consider ... **date<5/28/10> to consider ... 

SWOG protocol 1811, ... SWOG protocol **other_id, ... 

was randomized 5/10 ... was randomized 5/10 ... 

to call Mr. Smith on ... to call Mr. **pt_name<A> on ... 

PLAN:Dr White and I ... PLAN:Dr White and I ... 

Original PHI **Redacted PHI & Leaked PHI 



Redaction in Natural Language 

31 

Smith, 61 yo ... **pt_name<A>, **age<60s> yo ... 

daughter, Lynn, to ...  daughter, **pt_name<B>, to ...  

oncologist Dr. White ... oncologist Dr. **MD_name<C> ... 

5/13/10 to consider ... **date<5/28/10> to consider ... 

SWOG protocol 1811, ... SWOG protocol **other_id, ... 

was randomized 5/10 ... was randomized 5/10 ... 

to call Mr. Smith on ... to call Mr. **pt_name<A> on ... 

PLAN:Dr White and I ... PLAN:**MD_name<C> and I ... 

Original PHI Redacted PHI 



Redaction in Natural Language 

32 

 

• Dictionaries 

• Regular Expressions 

• Lexicons 

• Exclusions 

• Note-specific rules 

• Site-specific rules 

Rules 



Preprocess 
Software 

(In House) 

DE-ID 
SOFTWARE 
(LICENSED) 

EMR DE-ID 
EMR 

(In House) 
Postprocess 

Software 

Vanderbilt Scrubbing Process (Simplified) 
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Recall = 0.999 

Redact all Safe Harbor features … shift dates random offset in [-365,0) 



Redaction in Natural Language 

34 

 

• Dictionaries 

• Regular Expressions 

• Lexicons 

• Exclusions 

• Note-specific rules 

• Site-specific rules 

Rules 
 

• Naïve Bayes 

• Decision Trees / Stumps 

• Support Vector Machines 

• … 

• Conditional Random 

Fields 

Machine Learned 



Software: From Theory to Practice 

35 

HIDE (Gardner & Xiong 2009) MIST (Aberdeen et al 2010) 



MIST Installation & Training 

36 



Does MIST Work? 
(Vanderbilt EMR) 

37 

Discharge Laboratory Letter Order All 

Train 200 400 200 400 1200 

Test 50 100 50 100 300 

Precision 0.946 0.905 0.931 0.993 0.943 

Recall 0.986 0.966 0.956 0.999 0.978 

Precision: 0.91 – 0.99 Recall: 0.95 – 0.99 

Aberdeen et al. IJMI. 2010 



Redaction Has its Limits 
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Smith, 61 yo ... **pt_name<A>, **age<60s> yo ... 

daughter, Lynn, to ...  daughter, Lynn, to ...  

oncologist Dr. White ... oncologist Dr. **MD_name<C> ... 

5/13/10 to consider ... **date<5/28/10> to consider ... 

SWOG protocol 1811, ... SWOG protocol **other_id, ... 

was randomized 5/10 ... was randomized 5/10 ... 

to call Mr. Smith on ... to call Mr. **pt_name<A> on ... 

PLAN:Dr White and I ... PLAN:Dr White and I ... 

Original PHI **Redacted PHI & Leaked PHI 



Redaction Has its Limits 
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Smith, 61 yo ... **pt_name<A>, **age<60s> yo ... 

daughter, Lynn, to ...  daughter, Lynn, to ...  

oncologist Dr. White ... oncologist Dr. **MD_name<C> ... 

5/13/10 to consider ... **date<5/28/10> to consider ... 

SWOG protocol 1811, ... SWOG protocol **other_id, ... 

was randomized 5/10 ... was randomized 5/10 ... 

to call Mr. Smith on ... to call Mr. **pt_name<A> on ... 

PLAN:Dr White and I ... PLAN:Dr White and I ... 

Original PHI **Redacted PHI & Leaked PHI 

Unknown residual re-identification 
potential (e.g. “the Senator’s wife”) 

Policy: 

Data Use Agreements 



Redaction Has its Limits… 
but it Isn’t the Only Option 
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Smith, 61 yo ... **pt_name<A>, **age<60s> yo ... Jones, a 64 yo ... 

daughter, Lynn, to ...  daughter, Lynn, to ...  daughter, Lynn, for ...  

oncologist Dr. White ... oncologist Dr. **MD_name<C> ... oncologist Dr. Howe ... 

5/13/10 to consider ... **date<5/28/10> to consider ... 5/28/10 to consider ... 

SWOG protocol 1811, ... SWOG protocol **other_id, ... SWOG protocol 1798, ... 

was randomized 5/10 ... was randomized 5/10 ... was randomized 5/10 ... 

to call Mr. Smith on ... to call Mr. **pt_name<A> on ... to call Mr. Jones on ... 

PLAN:Dr White and I ... PLAN:Dr White and I ... PLAN:Dr White and I ... 

      

Idea: Inject surrogated information to hide the leaks! 

Original PHI 
**Redacted PHI & 
Leaked PHI 

Surrogate PHI & 
Hidden PHI 

Carrell et al., JAMIA 2012 



Hiding in Plain Sight [HIPS] 
● Added a surrogation component to MIST* 

● ~130 oncology notes from Group Health Coop of Puget Sound 
*MIST forced into a dumbed-down state for assessment 

Test corpus Reviewer #1 (abstractor) Reviewer #2 (abstractor) 

Identifier type PHI Residual 
Expected 
Precision 

Predic- 
tions 

Correct Recall Precis. 
Predic- 
tions 

 Correct Recall Precis. 

HIPAA  

Pat. name 35 6 0.17 0 0 .00 -- 12 4 .67 .33 

Age 86 7 0.08 5 0 .00 .00 12 0 .00 .00 

Phone # 2 2 1.00 0 0 .00 -- 1 1 .50 1.00 

Address 6 2 0.33 1 0 .00 .00 0 0 .00 -- 

Date 180 17 0.09 1 0 .00 .00 35 1 .06 .03 

MRN 3 3 1.00 0 0 .00 -- 0 0 .00 -- 

Acct. # 1 1 1.00 0 0 .00 -- 0 0 .00 -- 

Other ID #s 10 9 0.90 0 0 .00 -- 2 0 .00 .00 

ALL  323 47 0.15 7 0 .00 .00 62 6 .13 .10 

OTHER 

Prac name 82 9 0.11 5 4 .44 .80 8 4 .44 .50 

Org. name 27 20 0.74 8 6 0 .75 3 1 0 .33 

ALL  109 29 0.27 13 10 0 .77 11 5 .17 .45 

Can effectively raise 
de-identification performance 

from to 0.99 

Carrell et al., JAMIA 2013 
41 



 Certify via “generally accepted statistical and 

scientific principles & methods, that the risk 

is very small that the information could be 

used, alone or in combination with other 

reasonably available information, by the 

anticipated recipient to identify the 

subject of the information.” 

HIPAA Expert Determination 
(abridged) 

42 



A Simplified View on Risk 

P(reid)  

  P(attack) * 

  P(reid | attack) 

 

• Use Agreements 

• Pay for Access 

• Unique Login / Pass 

• Audit 

Deterrents 

• Uniqueness 

• Replicability 

• Availability 

Data 
43 



A “Quasi-identifier” Conundrum 

ZIP Code 

Birthdate 

Gender 

Name 

Address 

Date registered 

Party affiliation 

Date last voted 

Voter List 

Ethnicity 

Visit date 

Diagnosis 

Procedure 

Medication 

Total charge 

Hospital 

Discharge Data 

High Profile 
Re-identification 

Sweeney. Journal of Law, Medicine, & Ethics. 1997 44 



Availability of Demographics Varies… 

Illinois Minnessota Tennessee Washington Wisconsin 

WHO Registered Political 
Committees 
(ANYONE – In Person) 

MN Voters Anyone Anyone Anyone 

Format Disk Disk Disk Disk Disk 

Cost $500 $46; “use ONLY for 
elections, political 
activities, or law 
enforcement” 

$2500 $30 $12,500 

Name      

Address      

Date of Birth     

Sex    

Race  

Phone Number   

Benitez & Malin. JAMIA. 2010. 45 



Remove 
“known” 

identifiers 

K-based protection 
(e.g., k-anonymity) 

1900’s 

1990s 

L-diversity 
T-closeness 

Early 2000’s 

Differential Privacy 

Late 2000’s 

Bayesian Models 
(e.g., Pufferfish) 

2010’s 

Technical Approaches to Privacy 

46 



Procedural 

(Dis)incentives! 

Strategies 

An Augmented View of Data Privacy 

47 

Opportunity 



Stackelberg Game 

Publisher Recipient 

Sharing Strategy 1 

Utility 1 

Risk ??? 

Attack Strategy A 

Utility A 

Risk A 

Attack Strategy B 

Utility B 

Risk B 

Attack Strategy C 

Utility C 

Risk C 

Strategies: 
- Generalize Demographics 
- Perturb Statistics 
- Apply Data Use Agreement 
… 
- Charge for Access 
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Stackelberg Game 

Publisher Recipient 

Sharing Strategy 1 

Utility 1 

Risk ??? 

Attack Strategy A 

Utility A 

Risk A 

Attack Strategy B 

Utility B 

Risk B 

Attack Strategy C 

Utility C 

Risk C 

Recipient’s 
Best Strategy 
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Stackelberg Game 

Publisher Recipient 

Sharing Strategy 1 

Utility 1 

Risk B 

Attack Strategy A 

Utility A 

Risk A 

Attack Strategy B 

Utility B 

Risk B 

Attack Strategy C 

Utility C 

Risk C 

50 

Recipient’s 
Best Strategy 



Stackelberg Game 

Publisher Recipient 

Sharing Strategy 1 

Utility 1 

Risk B 

Attack Strategy A 

Utility A 

Risk A 

Attack Strategy B 

Utility B 

Risk B 

Attack Strategy C 

Utility C 

Risk C 

Sharing Strategy 2 

Utility 2 

Risk ??? 
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Stackelberg Game 

Publisher Recipient 

Sharing Strategy 1 

Utility 1 

Risk B 

Attack Strategy A 

Utility A 

Risk A 

Attack Strategy B 

Utility B 

Risk B 

Attack Strategy C 

Utility C 

Risk C 

Sharing Strategy 2 

Utility 2 

Risk A 

52 

Recipient’s 
Best Strategy 



Stackelberg Game 

Publisher 

Sharing Strategy 1 

Utility 1 

Risk B 

Sharing Strategy 2 

Utility 2 

Risk A 

Sharing Strategy Z 

Utility Z 

Risk Z 
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Stackelberg Game 

Publisher 

Sharing Strategy 1 

Utility 1 

Risk B 

Sharing Strategy 2 

Utility 2 

Risk A 

Sharing Strategy Z 

Utility Z 

Risk Z 

Choose strategy that maximizes 
overall benefit 
 
Optimizes the Risk-Utility tradeoff 

54 



Demographic Case Study 
{Date of Birth, Gender, Geocode, Race} 

● ~30,000 Census records 

● Average Payoff Per Record 

55 

● $1200: Benefit per record 

● $300: Cost per violation  

● $4: Access cost per record 

Wan et al, PLoS One. 2015 
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Game Variations 

● Safe Harbor (SH) Game 
● Defender shares data according to federal policy 

 

● Basic Game 
● Defender shares data to maximize overall payoff 

 

● SH-Friendly 
● Defender constrains strategy space to disclose no greater detail than SH 

 

● No Attack 
o Defender constrains strategy space to disclose no greater detail than SH 

 

57 Wan et al, PLoS One. 2015 



Demographic Case Study 
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Demographic Case Study 
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Demographic Case Study 
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Demographic Case Study 
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http://arx.deidentifier.org/ 



Anonymisation is NOT a Panacea 

● There is always a risk of re-identification 

● But risk exists in any security setting 

● The challenges are 

● Determine an appropriate level of risk 

● Ensure accountability 

 

● Combine with data use agreements 

 

● Risk is proportional to anticipated recipient 
trustworthiness (public vs. vetted investigator) 
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Questions? 

 

b.malin@vanderbilt.edu 

 

Center for Genetic Privacy and Identity in Community Settings 

http://www.vumc.org/getprecise/ 

 

Vanderbilt Health Data Science Center 

http://www.vumc.org/heads/ 

 

Vanderbilt Health Information Privacy Laboratory 

http://www.hiplab.org/ 
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